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Executive summary

Illicit trade in counterfeit goods arguably constitutes the single biggest black market,
larger than the global narcotics trade. Despite its enormous scale, it remains relatively
underprioritised by lawmakers, enforcement agencies and researchers.

An acute lack of data is a key factor behind its low level of political prioritisation.
Customs seizure statistics alone do not reflect the larger complexity of the problem.

This study aims to fill some of the information gap, by providing an insight into how
leading Swedish companies are affected by counterfeiting and intellectual property
infringement.

Of the participating companies listed on the NASDAQ OMX 30 Stockholm index
whose core activities could be subject to counterfeiting and intellectual property theft:

— 93 percent suffered from counterfeiting and piracy, or lost patent Intellectual property crime
licensing revenues due to such activities an enormous problem

= When including design rights infringement as well, 100 percent of
companies were affected

— 80 percent suffered from patent infringements

= 75 percent of companies subjected to counterfeiting stated that coun-

.. . . . . A threat to human safety
terfeiting of their products implied risks to human health and safety

—  Companies confirmed that organised crime and terrorist groups profit
on the trade in counterfeits of their products

= 73 percent stated that counterfeiting and IP theft had increased in the A growing problem
past S years

— 80 percent stated that counterfeiting will increase in the next 5 years

—  China was identified as the largest source of counterfeit products by all ~ China the biggest source

companies
— 80 percent of companies stated that the government is not doing The government needs
enough and should do more to combat counterfeiting and IP theft to do more

Key policy recommendations:

— IP related issues should be given more political attention, and be elevated to
a higher political level.

—  Customs authorities in Sweden and other EU countries should have sufficient
knowledge and competence to counter IPR infringement effectively. Goods in
transit suspected of IPR infringement should be possible to seize.

- Sweden should participate in the EU Policy Cycle for Organised and Serious
International Crime’s working group on combating counterfeit goods.

—  EU, USA and Japan should further coordinate their efforts in enhancing
protection of IPR.
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Introduction

Intellectual property rights (IPR) have become increasingly important for businesses
during recent decades. Patents, trademarks, design rights and other types of IPR play
an increasing role in business development and lay the foundation for innovation
and growth in modern economies. IPR-intensive industries generated one in four jobs
in the EU and almost 39 percent of total GDP during the period 2008-2010, and
accounted for 90 percent of EU exports.

Sweden is the fourth most innovative economy in Europe, measured by patent appli-
cations per capita. It is recurrently ranked in top positions in international innovation
comparisons (4" in Global Innovation Index 2014, 7% in the 2014-15 Global Com-
petitiveness Index’s innovation pillar), and IPR-intensive industries contribute heavily
to the Swedish economy.

Given this, infringement of IPR, counterfeiting and illicit trade in consumer goods
pose a serious threat to businesses, consumer trust and safety, the trademark system
as a whole and, in the end, the future prosperity of Europe.

Furthermore, a large majority — 86 percent — of EU citizens agree that protecting IPR
is important for guaranteeing and improving the quality of products and services.
Similarly, between 75 and 84 percent of EU citizens deem it unacceptable to buy
counterfeit products, according to an OHIM survey.

The OECD estimated that the value of internationally traded counterfeit goods was
250 billion US dollars in 2009. The International Chamber of Commerce (ICC) com-
missioned a study to estimate the total value of internationally traded counterfeit
goods based on the OECD study, and projecting the value at 770-960 billion

US dollars in 20135.

The World Customs Organisation concluded in its 2013 Illicit Trade report that IPR-
related seizures increased, not only in terms of the total number of cases, but also
the number of reporting countries, compared to the year before.

Although studies indicate that the international trade in counterfeit goods constitutes
the biggest single black market, exceeding the global narcotics trade, it has received

a comparatively low level of prioritisation. As an intellectual property intensive economy,
generating almost half of its GDP through exports, Sweden has a significant national
interest in the international observance of intellectual property rights. It is also note-
worthy that a significant proportion of Swedish export goods are in categorises par-
ticularly sensitive to intellectual property infringement. In 2013, pharmaceuticals
and machinery and transport equipment constituted 50 percent of Swedish exports.
Still, until the publication of this study, no public assessments of the strategic impact of
counterfeiting for Swedish companies have been conducted. This fact could partially
explain the apparent political underprioritisation of an issue of major and strategic
concern for the maintenance of Swedish competitiveness and prosperity.
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The intention of this study is therefore to shed light on an area that has so far been ham-
pered by an acute lack of knowledge. Our aim is that the insights of the study will show
the need for a more robust policy response to deal with the critical challenges posed to
businesses, consumers and the economy at large by counterfeiting and illicit trade.

This study is based on interviews conducted by Karl Lallerstedt with representatives
from companies listed on the NASDAQ OMX 30 Stockholm index during 2014, as
part of a project commissioned by the Confederation of Swedish Enterprise to map
the effects of illicit trade on Swedish businesses. The data obtained for this study is
of a highly sensitive nature, and information in this field is seldom shared openly

by companies. All interviews were thus conducted under the condition that data
obtained would only by presented in aggregated and anonymised form. Furthermore,
the study is supplemented with background interviews conducted with a wide range
of experts from academia, government agencies, the private sector, civil society and

the OECD.

The findings of this study are highly significant, and should not only serve as a wake-
up call to the Swedish government, but also to other European states that are likely
impacted in similar ways, as well as the EU. In a globalised world, looking at the
negative impact of illicit trade solely within the national territory would be an archaic
perspective. Swedish businesses are actors in the global economy, and as such the
damage they suffer internationally has direct consequences at home.
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Previous studies and reports

OECD 2009

OECD produced in 2009 what is probably the most frequently cited estimate of
the value of internationally traded counterfeit goods: 250 billion USD yearly.

The OECD report is considered the seminal study on the global magnitude of counter-
feiting, and has been used as a foundation for other studies seeking to measure the
impact of counterfeiting. The study uses customs seizure data and world trade data
to extrapolate the total value of counterfeit goods, how relative categories of goods
are impacted, and their countries of origin. However, as with most studies trying to
measure illicit activities, it has some shortcomings. Some of the weaknesses include:

®  Questions surrounding the indicative value of seizure data. The effectiveness of
customs around the world varies significantly, the prioritisation of customs influ-
ences their seizures, and certain business sectors are more active in commissioning
investigators who share intelligence with customs generating seizures.

e Counterfeits goods are frequently sent on indirect routes, and documentation
can be manipulated, meaning that the supposed country of origin of a shipment
may be misleading. Further complicating this is that shipments that arrive in
a country within a customs union can be intended for other destination markets
where there are no, or limited, border controls.

e The value of goods seized. Estimating the value of seized counterfeit goods is
a challenge in itself, and methods of calculating such values are not standardised
amongst customs organisations globally.

Combined, these factors mean that identifying the true scale and proportion of the
problem, not only in terms of total magnitude, but also in terms of comparative pre-
ponderance between sectors and countries, becomes very difficult.

Additionally, in terms of policy relevance of the data to individual states, the situation is
further complicated by the fact that in a globalised economy, the IP owner of a good
may be located in one jurisdiction, production in a second and the customer in a third.
Hence it becomes impossible to determine who the “owners” are that suffer the business
costs of these flows indicated in the OECD study.

This means that not only is the OECD’s 250 bn USD value estimate of counterfeiting
limited value in indicating the magnitude of the counterfeiting, but the impact studies
such as those commissioned by the International Chamber of Commerce’s BASCAP
and the Swedish Trade Federation (see below) that extrapolate their finding from this
data are also based on a potentially weak foundation.

International Chamber of Commerce 2011

Another much cited study was commissioned by the International Chamber of Com-
merce and conducted by Frontier Economics. This study used the aforementioned OECD
study as a foundation, and extrapolated certain economic impacts based upon this,
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projecting the expected scale of counterfeiting in 2015 (both in terms of international
trade and including non-traded intra-national counterfeiting, the latter which was not
covered by the OECD). The total turnover of counterfeiting and piracy was projected
to reach 1.22-1.77 trillion USD by 20135, and the international trade in counterfeit
goods at 770-960 billion USD.

Swedish Trade Federation (Svensk Handel) 2012

The study estimated the value of illicit trade in legal consumer goods in Sweden to
amount to SEK 20 billion, of which 15 billion in the consumer stage. This equates to
two percent of the total annual turnover of retail and wholesale businesses in Sweden,
and over one percent of Sweden’s total import value. Of the source countries for
infringing (“pirated”) goods, China accounted for 25 percent, Hong Kong (a Special
Administrative Region of China) being the second largest with just under ten percent
and Russia third with 6.5 percent. China thus dwarfed all other source countries. The
aforementioned OECD study was used to develop the estimates for the Swedish Trade
Federation study.

Some consequences of illicit trade identified by the survey are:
e  Economic losses for legal trade actors.

e Dangers for end consumers.

e Losses of tax revenue for governments.

e Increased income and strengthening of organised crime.

Swedish National Board of Trade (Kommerskollegium) 2012

This study looks at IP related issues for companies operating in the BRICS countries,
Japan and Indonesia. Findings of a number of international studies are reported,
along with additional interviews with representatives of Swedish companies active
in the countries in question. The companies interviewed stress the importance of

the following factors in combating illicit trade:

e  Long-term strategic thinking in market entry.

e Well developed IPR strategies.

e  Subsidiaries in domestic markets.

e Clear contract provisions on IPR.

e Information to and education of civil servants in relevant authorities.
e Cooperation with Europol and similar bodies.

¢ Coordination of IPR related issues in Sweden, e.g. by a standing national
IPR committee.
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European Commission statistics 2014

The European Commission yearly publishes a report of customs detentions of articles
suspected of infringing IPR. The latest statistics, published in July 2014, show a decrease
in the number of shipments suspected of infringement compared to the year before.
Almost 87.000 detention cases were registered in 2013, which is twice the number

in 2007. 36 million articles were detained, to a value — calculated as the value of
equivalent genuine products — estimated to be just over 768 million euro.

Top categories of specific articles detained by EU customs in 2013
¢ clothing (12 percent of the overall amount)

e other goods (such as insecticides, shoe polish, lamps, glue, batteries, air fresheners, and
washing powder, 11 percent)

¢ medicines (10 percent)
e cigarettes (9 percent)
¢ packaging materials (9 percent)

e toys (8 percent)

Holders of IP rights may apply for action, requesting customs to take action upon
suspicion that an IPR is infringed. (Customs authorities also have the power to act
ex-officio if there is a suspicion of an IPR infringement, but this is rarely done.) The
number of applications for action made in EU member states has increased over the
last decade, from 10.260 in 2007 to 26.865 in 2013. 93 percent of articles detained,
equalling 95 percent of the total value, were suspected of infringing a Community or
national trademark, representing all product sectors.

Countries of provenance

China remains the main country of provenance from which goods suspected of
infringing an IPR were sent to the EU, representing 66 percent of all products
detained. Other countries are particularly prevalent in certain product categories

- notably Egypt for foodstuffs, Turkey for perfumes and cosmetics, and Hong Kong
for other body care items, mobile phones, memory cards and sticks, ink cartridges
and electrical household appliances.

Health and safety concerns

Suspected infringement of products for daily use and products that would potentially
pose a danger to the health and safety of consumers (i.e. food and beverages, body
care articles, medicines, electrical household goods and toys) accounted for a total

of 25.2 percent of the total amount of detained articles — a doubling of the share

in 2012. The main reason for the increase is the rise in the number of detained
counterfeit medicines.
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Destruction of goods

In 92 percent of the cases of detentions by customs, the goods were destroyed, either
upon agreement between the right-holder and the owner of the goods in question,
or through a court proceeding. In 8 percent of the cases (equalling 18 percent of
articles), detained goods were released either, because the right-holder did not react
to the notification by customs, or the goods were shown to be non-infringing.

TOTAL DETENTIONS IN THE EU 2012 2013

Cases 90.473 86.854
Articles 39.917.445 35.940.294
Domestic retail value 896.891.786 € 768.227.929 €

European Commission staff working document 2014

The European Commission has detailed the economic impact of IP abuse in a recent
staff working document:

“The OECD estimated international trade in counterfeit and pirated products up to
USD 250 billion in 2007 (excluding domestic market and internet sales) — exceeding
the GDPs of 150 national economies and affecting nearly all product sectors. Other
sources even put this figure around USD 650 billion a year, against global narcotics
trade of an estimated USD 322 billion.

— A European Parliament Report on the impact of counterfeiting on international
trade (2008/2133(INI)) states that “The counterfeiting market is worth approximately
EUR 500 billion, accounting for some 7-10% of world trade.

— A report by Frontier Economics estimates the total value of counterfeit and pirated
products at between USD 4535 billion and USD 650 billion, and that 2.5 million jobs
were lost due to counterfeiting and piracy in 2009 in G20 countries alone.

— The number of registered cases of IPR infringements by customs over the last

10 years has risen from 7.553 in 2001 to 90.473 in 2012, an increase of 1.200%
over a decade, reflecting the growing practice of shipping such goods in small postal
consignments.”!

World Customs Organisation 2014

The World Customs Organization (WCO) released its 2013 edition of the Illicit
Trade Report in June 2014. The report covers five sections: drugs, environment, IPR,
health and safety, revenue and security. In all five areas, an increase of the reporting
countries compared to the year before was noted.

In the IPR section, increases in both reporting countries and cases were observed
(22.543 cases in 2012 and 24.092 cases in 2013). More than half of the reported
interceptions in 2013 were illicit pharmaceutical products, followed by counterfeit
electronic appliances and illicit foodstuffs. This is a notable change from 2012, when
the majority of intercepted commodities were accessories, followed by clothing

— pharmaceutical products came in third. Another trend observed during the last
years is an increase of cases of domestic assembly: small parts and blank products
are imported separately and assembled in the country of destination, most probably
in order to circumvent customs controls.

1 SWD(2014) 204 final, p. 10
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The report also covers areas of illicit trade that are not subject to IPR protection,
such as narcotics and illegal wildlife trade, as well as illegal trade in weapons,
ammunition and explosives.

€U Observatory 2015

The European Observatory on Infringements of Intellectual Property (EU Observa-
tory) is conducting a series of economic studies assessing the scope, scale and impact
of IPR infringement. The first study was presented in March 2015, surveying the cos-
metics and personal care sectors, showing that sales of counterfeit perfume, makeup
and personal care items lead to losses of €4.7 bn of revenue among manufactu-

rers, distributors and retailers yearly in the EU, equating nearly eight percent of total
sales and translating into legitimate 50.000 jobs lost. Taking the knock-on effect on
suppliers into account, the losses to legitimate businesses amount to €9.5 bn of sales
revenue because of counterfeiting, meaning around 80.000 jobs being lost.

IP Commission 2013

In its 2013 report, the Commission on the theft of American Intellectual Property
(IP Commission) identified the following regarding the impact of international IP
theft on the American economy:

”Hundreds of billions of dollars per year. The annual losses are likely to be comparable
to the current annual level of U.S. exports to Asia—over $300 billion. The exact figure
is unknowable, but private and governmental studies tend to understate the impacts
due to inadequacies in data or scope. The members of the Commission agree with the
assessment by the Commander of the United States Cyber Command and Director of
the National Security Agency, General Keith Alexander, that the ongoing theft of IP is
‘the greatest transfer of wealth in history.

Millions of jobs If IP were to receive the same protection overseas that it does here,
the American economy would add millions of jobs.

A drag on U.S. GDP growth. Better protection of IP would encourage significantly
more R&D investment and economic growth.

Innovation. The incentive to innovate drives productivity growth and the advancements
that improve the quality of life. The threat of IP theft diminishes that incentive.”?

U.S. International Trade Commission 2011

In a report on the effects on the US economy of IP infringement in connection with
China, the US International Trade Commission stated in 2011:

“U.S. firms that operate in China and had concerns about IPR infringement reported
that an improvement in IPR protection and enforcement in China to levels comparable
to the United States’ would likely increase employment in their U.S. operations by 2
to 5 percent. This increase translates into approximately 923.000 new jobs for U.S.
IP-intensive firms, some of which may represent the hiring of employees from other
firms. The unrealized employment effects were largest in the following three sectors:
information and other services, consumer goods manufacturing, and high-tech and
heavy manufacturing.“3

2 IP Commission report 2013, p. 2

3 International Trade Commission 2011, p. xvii
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Saana Consulting/WTO0 2013

The Less Developed Countries (LDCs) are not major global sources of counterfeit
products, but do have significant problems with counterfeit and other IP infringing
goods. The 2013 report Factual overview on technical & financial cooperation for
LDCs related to the TRIPS Agreement: Identifying and responding to individual
priority needs of LDCs, commissioned by the Swedish International Development
Cooperation Agency as a contribution to the WTO Global Trust Fund, reviewed
the needs communicated by a number of LDCs. Virtually all of the states covered
in the report point to a need for support in enhancing their capacity for protecting
intellectual property rights.

Transcrime 2015

In March 20135, the organised crime research institute Transcrime released the report
From Illegal Markets to Legitimate Business: The Portfolio of Organised Crime in
Europe. The report estimates that counterfeit goods constitute the single biggest illicit
market in the European Union, generating €42.7 billion in revenues, exceeding the
market for narcotics. The report identifies East European, Russian, North African,
Turkish, Italian, Japanese, Chinese, and other Asian organised crime groups as the
most active in the counterfeiting market across Europe.

The Finnish Institute of International Affairs 2014

In this briefing paper, various aspects of illicit trade flows are documented, as well as
some related aspects (such as illegal immigration flows and border security). The aut-
hors conclude that the issue of illicit trade is under-prioritised, and has been so for

a long time, for three main reasons:

e  Limited data available, due to the covert nature of the activities.

e Responsibility for counteraction is spread between a host of actors — no one
assumes overall ownership of the issue.

e Different forms of illicit trade is dealt with as separate issues, despite frequent
interconnectedness and synergies between the phenomena.

The paper suggests three initiatives: measuring and quantifying the business impact
of illicit trade, compiling national illicit trade reports, and assessing evolving future
illicit trade risks.

Japan Patent Office’s Survey Report on Losses Caused by Counterfeiting

Since 1996, the Japan Patent Office conducts a yearly major survey assessing how
leading Japanese companies are affected by counterfeiting. In the latest published
survey, released in March 2014, results for financial year 2012 showed that 21.8 per-
cent of responding companies indicated that they suffered losses due to counterfeiting.
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The negative impact of
counterfeit goods

Although the sheer scale of counterfeiting estimated in the aforementioned studies is
in itself shocking, the total impact goes far beyond the economic turnover. Related
areas affected include the following.

Consumer safety and public health

Counterfeit medicines pose an enormous challenge, with a significant proportion in
the developing world being falsified. Such medication fails to protect its users, but
this extensive prevalence of substandard medicines also contributes to accelerated
drug resistance. Counterfeit food products, or counterfeit components used in food
production processes, expose consumers to health risks. Products, such as electrical
appliances or automotive components, which do not comply with safety standards
expose the user and their environment to health risks. Toxins in counterfeit goods,
such as cosmetics or children’s toys, expose users to health hazards.

Environmental damage

Counterfeit products are frequently not produced using the same high standards as legi-
timate goods, disregarding environmental protection standards and failing to ensure
that sourcing is licit. A case in point is the chemical industry, which has documented
cases where the use of counterfeit fertilizers caused serious damage to the environment.

Weakening rule of law

Corruption undermines governance, democracy and the rule of law. As illicit trade
generates significant profits for the parties involved, yet exposes them to risk, efforts
to buy “insurance” or “protection” from government officials, law enforcement and
politicians will occur, perverting governance and democracy in the process.

Crime and terrorism financing

Contraband trade provides income for conflicting parties prolonging wars, and serves
as important income streams for violent criminal and terrorist groups. A number of
leading terrorist groups are known to have profited from the trade in counterfeits.
Europol estimates that there are 3.600 organised crime groups active in the European
Union. Over 1.000 of these are so called poly-crime groups, i.e. that generate revenue
from multiple forms of criminal activities. This means that groups that generate revenue
from counterfeits can use the profits to finance other forms of organised crime. The
empowerment of non-state actors can also have transnational consequences. Profits
generated from illicit trade in one part of the world may empower an organised crime
group or terrorist organisation to act in another.

11
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Undermining border security

A vibrant criminal market depends on the establishment of smuggle routes, the cor-
ruption of officials, and suppliers of falsified documents. This criminal infrastructure,
which is established to service an extensive flow of counterfeits, can also be utilised
by criminal actors with other purposes, and can be leveraged to transport illegal
goods, weapons or terrorists into Europe.

Diversion of resources to combat criminal entities

The rise of criminal networks controlling illicit trade forces governments to divert
focus and resources to law enforcement efforts, at the expense of development.

In countries with armed parties profiteering on illicit trade this effect can become
particularly extreme.

Tax revenue losses

When the illicit goods are displacing normally legal products, the government is
deprived of tax revenue.

Undermining legitimate enterprise and entrepreneurship

The provision of illicit products at prices lower than would be possible for legitimate
actors results in unfair competition, eliminating legitimate economic actors and nega-
tively affecting investment in the economy. Crime also generates direct costs for busi-
ness and contributes towards a less conducive business environment.

Labour conditions

Human rights are undermined in a multitude of ways by organised crime activity.
The labour standards in place at enterprises producing illicit products are less likely
to comply with legislation compared to legitimate business.

The aforementioned factors contribute to fostering an environment of reduced
government functionality and rule of law, reduced revenues, and increased costs and
health risks. At the same time, the economic environment becomes less conducive to
economic growth and investments, undermining broader development. Impact is not
limited only to the country or region affected by illicit trade — in an interconnected
global system, the repercussions are felt beyond national borders.



HOW LEADING COMPANIES ARE AFFECTED BY COUNTERFEITING AND IP INFRINGEMENT

Some international policy initiatives

European Commission

In December 2012, the EU Customs Action Plan was adopted by the Council of
Ministers. Its aim is to combat intellectual property right infringements. The strategic
objectives of this Action Plan for 2013-2017 are:

e  Effectively implementing and monitoring the new EU legislation on
customs enforcement of IPR;

e Tackling trade of IPR infringing goods throughout the international
supply chain;

e Tackling major trends in trade of IPR infringing goods;

e Strengthening cooperation with the European Observatory on infringements
of IPRs and law enforcement authorities.

In June 2013, a new regulation (608/2013) on IPR enforcement at customs was
adopted. The regulation reinforced the powers of customs authorities to enforce intel-
lectual property rights. Among other things, the regulation includes the introduction of
a new EU-wide database, COPIS, where applications from rights holders are lodged.

The March 2014 European Council reaffirmed the importance of intellectual
property (IP) as a key driver for growth and innovation and highlighted the need to
fight against counterfeiting to enhance the EU’s industrial competitiveness globally.

In July 2014, the European Commission released a communication identifying a number
of key areas where policy responses to changes and challenges are needed, not just to
ensure effective protection and enforcement of IPRs internationally, but also to raise
public awareness of the economic and other impacts of IPR-infringing goods and their
detriment to innovation and also on health and safety. Among the areas mentioned
were enforcement, public debate, internet, development, emerging economies, research
and innovation, access to medicines and environmental challenges.

The need for a revised IPR strategy for the EU vis-a-vis third countries was also put
forth in the communication, mentioning in particular the need for increased stake-
holder engagement, better data, enhanced cooperation within the EU, improved
protection and enforcement of IPRs in third countries, and assistance to EU right
holders in third countries.

Algirdas Semeta, Commissioner for Taxation, Customs, Anti-fraud and Audit said in
July 2014: “Innovation and creativity is where Europe creates value. Protecting Intel-
lectual Property Rights is not only important for health and safety of European con-
sumers but also supports growth and job creation in the EU. “4

* European Commission, press release IP/14/890

13
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€U Observatory

The European Observatory on Infringements of Intellectual Property Rights (EU
Observatory in short) was founded by the EU in 2009 and is since 2012 a part of the
Office for the Harmonisation of the Internal Market (OHIM). The Observatory acts
as a network of experts and stakeholders, dedicated to providing data and knowledge
on IP infringement and developing initiatives and campaigns to protect and disseminate
information about the value of IP.

The Observatory provides various resources on IP protection, of which two databases,
co-hosted with the European Trade Mark and Design Network, an organisation

for European IP authorities and associations, are of foremost importance: ACIST
(The Anti-Counterfeiting Intelligence Support Tool), which is as of yet restricted, is
intended to give users access to data on seizures of IP infringing goods; the Enforce-
ment Database allows IP rights holders to upload data on IPRs, making it easier for
authorities to identify counterfeits and to take proper action.

Similar databases and online information exchange solutions are managed by
Interpol and the World Customs Organization as well.

OECD project on counterfeiting and piracy

In 2005 the OECD launched a project to assess the magnitude and impact of counter-
feiting and piracy. The objective of the project was to improve understanding and
awareness of the problem and the effects that infringements of IPR have for businesses,
consumers and governments, in member countries as well as non-member economies.

The project also analysed concerns over health, safety and security threats that coun-
terfeit and pirated products pose, in particular to consumers. Another task of the pro-
ject was to review trends and developments and assess what measures were being
taken where to combat the illicit practices.

The project was conducted in co-operation with other international organisations,
including the World Trade Organization, the World Customs Organization, the World
Intellectual Property Organization, Interpol and several NGOs. The Business and
Industry Advisory Committee and the Trade Union Advisory Committee to the
OECD were also involved.

The first phase of the project focused on tangible counterfeit and pirated products

— physical products that infringe trademarks or copyrights, and (to a lesser extent)
infringements of patents and design rights — and was summed up through the publis-
hing of a final report in June 2008. An update on the magnitude of counterfeiting
and piracy of tangible products was published in November 2009.

The second phase, which focused on piracy of digital content, was finished through
a final report in July 2009.

A third phase was intended to address infringements of other IPRs, but has never
been finalized.

The OECD is currently conducting an update to the 2009 counterfeiting study, with
support from the EU Observatory.
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OECD Task force on charting illicit trade (TF-CIT)

The OECD introduced the Task Force on Charting Illicit Trade (TF-CIT) in 2013, to
co-ordinate international expertise in the quantification and mapping of illicit markets,
and to enable understanding of connections between different forms of illicit trade.
TF-CIT is organised in the context of the OECD High Level Risk Forum and aims to
provide a platform for international public and private stakeholders to analyse how
to incentivise compliance with laws and regulation to promote legitimate trading
networks The High Level Risk Forum and TF-CIT are also intended to help govern-
ments co-ordinate efforts to combat criminal and illicit networks.

In 20135, the activity of TF-CIT is stated to be focused on: “Mapping the economic
activities of transnational criminal networks, by gathering data on volume and flow
of illegal trades and agreeing to common methodological approaches; Examining the
conditions and policies that encourage or inhibit different sectors of illegal trades,
whether at the level of production, transit or consumption; Developing visualisation
tools to help public and private sector decision makers better target prevention and
mitigation efforts in strategic markets.”®

US IPR Center

The US National Intellectual Property Rights Coordination Center (IPR Center) is

a joint operation of 23 partner agencies, consisting of 19 key federal agencies, Interpol,
Europol and the governments of Canada and Mexico in a task-force setting. The IPR
Center works against IP theft through investigations of counterfeit products, interdiction,
outreach and training. It was founded in 2008, replacing a smaller government body
created in 2000.

Japan IP Strategy Headquarters

Japan, a major exporter of intellectual property intense goods, is the only major eco-
nomy to conduct a long running systematic survey of counterfeiting and its effect (see
above). It is also a major supporter of the World Customs Organisation (WCQO), the
World Intellectual Property Organisation (WIPO), and has supported intellectual pro-
perty enforcement capacity building in other countries. Japan’s prioritisation of intel-
lectual property is further reflected in the fact that IP policy is coordinated through

a dedicated office, the Intellectual Property Strategy Headquarters at the Prime Minister’s
Office. The office is responsible for developing and implementing the intellectual pro-
perty strategic programme, and coordinating policies amongst the concerned ministries.
It is directed by the prime minister and includes all ministers, as well as experts.

5 OECD Task Force on Charting Illicit Trade website
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The study - NASDAQ OMX 30
Stockholm Index companies on IP
infringement

There are studies, such as the aforementioned OECD and ICC studies, which provide
global estimates of the magnitude of counterfeiting. These figures do not however
quantify the damage done to rights holders in its totality. Customs statistics neither
accurately reflect the realised value of goods, nor take into account all costs incurred
on companies in terms of trade mark damage and expenses for security, legal procee-
dings, etc., or the strategic impact on the competitive environment.

To further complicate matters, an IPR owner may be based in one jurisdiction, produc-
tion in another, and consumption in a third, making seizure data and extrapolations
based upon seizure data and trade figures of some use in determining the global scale of
the counterfeiting, but less useful in determining the losses on national or industry level
incurred by international trade in counterfeit goods. Shipments of counterfeits goods
may also be indirect, and paperwork might be manipulated to disguise true origins.
Additionally, customs prioritization, knowledge and capacity when it comes to inter-
cepting IPR infringing goods varies widely from jurisdiction to jurisdiction, making sei-
zure data of limited value in determining the relative extent of counterfeiting between
different jurisdictions. Furthermore, intelligence from proactive industries shared with
customs will boost seizures for certain categories of products, potentially creating

a distorted perception of the true extent by which different industries are affected

by counterfeiting.®

Assessing how leading companies themselves are impacted will thus be likely to pro-
vide findings of higher relevance to determining the national interest relating to coun-
terfeiting and intellectual property theft. A further advantage of conducting in-depth
interviews with companies is the possibility of gaining qualitative insights, which are
impossible to obtain from seizure data and trade statistics alone.

Although the number of companies surveyed in this study is limited for reasons of
practicality, they are some of Sweden’s largest and account for substantial parts of
Swedish GDP, private-sector employment and exports, implying that their accounts
of IPR infringement are to some extent reflective of IPR intense export orientated
companies more broadly.

The companies participating in the study

The NASDAQ OMX 30 Stockholm Index actually consists of 29 companies, as one
company has two shares (A and B class shares) listed on the index. The market capi-
talisation of the shares on this index is close to half a trillion USD (and would be even
higher if all class A shares not on the index were included), which by comparison
exceeds the value of Sweden’s GDP. The companies listed on the index during 2014
were active in the following sectors: energy, materials, industrials, consumer discretio-
nary, consumer staples, health care, financials, information technology, and telecommu-
nications services.

6 ¢f. SWD(2014) 204 final, p. 9
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Ten of the companies on the index are not subject to any direct major threats from
counterfeiting and intellectual property theft, due to the nature of their operations.
However, two of these are conglomerate holding companies, indirectly exposed through
their holdings, and the four that are banks are also indirectly (albeit to a lesser extent)
exposed through shareholdings and pension and investment fund holdings in other
companies on the index. Six companies were active in natural resource extraction,
construction and services, and as such not directly exposed to counterfeiting of their
products or major IPR infringement.

The remaining 17 companies are active in sectors where the core business activity could
be affected by counterfeiting or intellectual property theft. Of these 17 companies, all
were contacted, and 14 participated in the study. Additionally one company that left
the index during the project period was also included in the findings, increasing the
total number of participating companies to 15. Of the three non-participating compa-
nies, one confirmed that counterfeiting and IP theft was a major and growing concern
to them, another is known from media reports to be affected, and the third one could
reasonably be expected to be affected, although it is not known whether it is an issue
of major concern to them.

The findings of the study
Impact on companies

All of the 15 interviewed companies were affected by some sort of intellectual
property theft.

e 12 companies suffered from counterfeiting and

piracy of their products, and two further lost All of the 15 interviewed
patent licensing revenues due to counterfeiting. companies were affected
o by some sort of intellectual
e 12 suffered from patent infringements. property theft.

e 8 confirmed design infringement.

e 8 companies expressed concern that counterfeiting could damage their
trade marks.

® 9 companies indicated strategic concern over IP theft and infringement.

Companies affected by counterfeiting

B Counterfeiting and piracy of
products

B Loss of patent revenues due to
counterfeiting

Infringement of design rights

17
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Some views expressed in comments by company representatives:

“For some product categories it’s 20-30 percent counterfeits,

for others less than 10 percent.” “The majority of pro-
ducts sold are unli-
“A study estimated 3-5 percent counterfeits in our sector, censed products”

resulting in a total damage (adding trade mark damage to
sales volume losses) as being equivalent to 10 percent of tur-
nover. I believe that would be a reasonable estimate in our case.”

“Counterfeits have been estimated at 2 percent of global output, I think it’s about
the same for us.”

“We are losing billions of SEK every year on our patent rights due to infringement.”
“The majority of products sold are unlicensed products.”
“Counterfeiting is endemic in the spare parts market.”

“For us it’s more of an inconvenience, resulting in sales losses of a few million Euros
a year.”

“The pirates offer more content at lower prices.”
“It’s my personal opinion, but maybe counterfeiting is not bad for all brands.”

“It’s a catastrophe — in some countries over 50 percent of the after sales market is fake.”

Past and future trends
® 11 companies said counterfeiting and IP theft has grown in the last § years.

* 12 companies expect counterfeiting and IP theft to grow in the next § years.

A growing problem

COUNTERFEITING AND IP THEFT HAS GROWN COUNTERFEITING AND IP THEFT IS
IN THE LAST 5 YEARS EXPECTED TO GROW IN THE NEXT 5 YEARS

H Yes
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Some views expressed in the comments:
“Growth driven by online fora.”

“Now it is more focused on spare parts.”

“With 3D printing the consumer
will also become the manufacturer
in future, with digital blueprints
becoming the critical commodity.”

“We may see a revolution like the one in music
industry, when content became digital. With
3D printing the consumer will also become the
manufacturer in future, with digital blueprints
becoming the critical commodity.”

“It will become a bigger issue as we expand in emerging markets.”

“The problem is already so bad it can not get worse.”

Geographical variations and highlights

Counterfeiting problems were reported globally, with China, South East Asia, India,
Africa/Middle East, Latin America and Eastern Europe (particularly the former Soviet
Union states) being identified as being of greater concern than the OECD states.

China

All companies affected by counterfeiting identified China as the main source of illicit
products.

China was also the market with the highest prevalence of counterfeit products (for
some companies the incidence was higher in other markets, such as the Middle East/
Africa, but the market value is biggest in China).

China was identified as the key manufacturing location of products enabling copy-
right violations.

A number of company representatives expressed their personal views that the Chinese
government was pursuing a strategic plan to steal intellectual property in order to
benefit Chinese industry. They also observed that a number of Chinese companies
had helped build a foundation based on copying and disrespecting intellectual pro-
perty rights. Some companies raised concerns about the fairness of Chinese institu-
tions, and concerns that information required by Chinese authorities could be used
for piracy activities.

On the other hand, a number of companies had positive experiences of cooperation
with Chinese law enforcement. Some stated that China had modern IP rules and
efficient courts, even though compensation levels were deemed too low.

Chinese websites were identified as enormous sales points for counterfeit goods.
The companies’ perception was mixed, but some had positive experiences of major
Chinese websites rapidly blocking offending content upon request.

Russia

Two companies identified Russia as a market where they had particularly serious
problems with counterfeit products, yet the Russian state displayed a strong unwil-
lingness to address the issue, despite potential risks to human health. Both companies
pointed to the involvement of Russian organised crime. Two other companies also
identified Russian websites as particularly problematic in facilitating crime relating
to intellectual property.
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Nigeria

Africa and the Middle East were pointed out by some companies as having extreme
levels of counterfeiting. But Nigeria stands out, with one company describing it as
being like the Wild West with “cowboys and indians” shooting at each other. Another
company described the counterfeiting situation, and the state’s inability to deal with
it, as so bad that companies in the affected industry were reluctant to invest in the
country, despite it being the largest economy in Africa.

Turkey

Turkey is unique as being the only OECD country that a number of companies identify
as particularly problematic. One company identified it as both a manufacturing base
and trade hub of counterfeits. Another company states that local manufacturing is

a problem due to copying, and that Turkey appears to be following a “Chinese model”
where it wants to develop its own technology base by copying and disrespecting intel-
lectual property rights. A third company identified Turkey as a leading host of copy-
right infringing websites.

Human safety and public health

9 of the 12 companies subjected to counterfeiting stated that the counterfeiting of
their products could pose a risk to human health or life.

Negative consequences of counterfeiting included destruc- 7 5

tion of expensive equipment and costly disruption of pro- percent of companies
duction processes. Components for highly sensitive sectors,  subjected stated that
such as aerospace and nuclear power, have been affected counterfeiting of their
by counterfeit components. Negative environmental products could pose

effects resulting from counterfeit and intellectual property ~ arisk to human health
rights infringing products and software are another problem.  or life.

More broadly, exports, legitimate jobs, tax revenues and the long term competitiveness
of Swedish industry are impacted negatively. Lack of investment may result in areas
where intellectual property infringement is particularly bad.

Organised crime

Four companies stated that there was organised crime involvement in the IP
infringement of their products. One company pointed to the involvement of well
organised crime groups in Europe, Russia, Asia, and China. Another company
pointed to the Russian and Italian mafias, as well as Colombian, Mexican, and
European organised crime gangs. Even a Middle Eastern terrorist group was named
as profiting from the trade in counterfeits of one company’s products.

One company pointed out that international corpo-

rations usually refrain from trying to identity orga- Many companies may be
nised crime connections, as that is the duty of national unaware of organised
law enforcement agencies. This would suggest that many crime involvement in the
companies may be unaware of organised crime involve- illicit exploitation of their
ment in the illicit exploitation of their intellectual pro- [Rizlisdiel g
perty. In fact, it probably goes against the interest of

the companies, or at least their individual employees, to delve into possible organised
crime connections.
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Four companies explicitly stated that they did not believe there was any organised
crime involvement in the IP crimes they were subjected to. This would of course
depend on how one defines organised crime, but these companies perceived that
the activities were rather driven by dishonest “businessmen”.

Three companies confirmed cases where perpetrators of IP crime were also shown to
be involved in other serious crime. Two of these companies mentioned narcotics, and
two illicit firearms.

Modus operandi

Several companies pointed out that it is extremely hard to actually get at the people
behind counterfeiting or other production. This is the case when it comes to internet
sales. Identifying the actors behind is very difficult, and even the producers are hard
to pin down. The perpetrators make themselves invisible. Companies can be shut
down, new ones started, names and addresses changed. If one is taken down, other
new ones pop up shortly afterwards.

High level corruption, shielding perpetrators, was identified as a critical problem by
a couple of the companies.

Several companies mention that searching the internet will generate enormous
numbers of “hits” of IP infringing products. One company mentioned that scanning
50 websites for one month generated near 9 million “items” (product or search hits).
Other companies mentioned getting thousands of hits searching on Alibaba only.
Copyrighted material is also available through millions of online links.

Other concerns mentioned were industrial espionage — where employees, former
employees, and suppliers all could play a role. Insiders selling information was seen
as a particularly bad problem in China and Russia by one company.

Legitimate professionals and sellers are used by criminals to add legitimacy to selling
fraudulent products. Unauthorised resellers are often unaware that the products they
are selling are counterfeits.

“Brand hijacking” was reported as a particular concern by one company. Global
trade marks were registered by other companies in China, under the country’s “first
to file” rules. These Chinese producers’ products are not only being sold in China,
but are also being sold in other global markets where these companies are not the
trade mark owners.

Company responses

Nine companies indicated that they have a number of measures and routines in

place to counter the threat of counterfeiting and IP infringement. One company had
200 people in the IP department alone. Another company spent 200 million SEK per
year to protect its IP, but still deemed it to be a low cost, considering the significance
of the threat. There was, however, significant variance in vigilance and how systematic
the approaches appeared to be.
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A key motivation for working to target IP infringers was to disincentivise others.
Bringing legal cases against perpetrators was a key instrument in this area. Several
measures are taken to make infringement practically more difficult as well. Approaches
mentioned by a number of companies include product authentication solutions, supply
chain security, protecting R&D, cooperation with and training of customs (particularly
in China), training and raising awareness of staff. Some companies employ private
companies to carry out test purchases and gather intelligence

on suspected counterfeiters or patent infringers. Scanning A key motivation for
online sites for infringing goods was another method used. working to target

A number of companies mentioned that critical components IP infringers was to
were not manufactured by suppliers or in certain countries, disincentivise others.
to prevent copying. Certain products were also not sold in Bringing legal cases

against perpetrators
was a key instrument
in this area.

particular markets, such as China, for fear of copying. One
company even mentioned that its pricing strategy in China
was influenced by concerns over counterfeiting.

Only three companies were able to provide (or willing to share) an indicative estimate
of how significant the cost of counterfeiting was for their business. Certain companies
have multiple trademarks and operate in a decentralised structure, making any
overall corporate assessment difficult.

Two companies did not appear to work systematically with the matter at all, as
they did not perceive the matter to be of serious concern. One company that did
face serious challenges from counterfeiting nonetheless appeared to look relatively
benignly at the phenomenon.

One company (referring to other companies) mentioned that most trade mark owners
did not respond to seizures, due to the high legal costs involved.

A couple of companies mentioned that they had assessed whether media information
campaigns to raise awareness of counterfeiting might be useful, but had decided not
to proceed due to concerns that it might be counterproductive.

Shareholder, stock analyst, and media interest

Two companies mentioned that shareholders had raised questions regarding IPR
infringement. One company stated that this was in relation to high profile cases, and
another that such questions raised at annual shareholder meetings were not serious.

Of all the companies interviewed, only one representative was aware of questions
from financial analysts at investment banks or funds requesting information speci-
fically concerning risks posed by counterfeiting or IPR infringement, and that con-
cerned one single question.

Some companies reported media interest in relation to individual incidents. Only one
company mentioned that they had been contacted by media (a leading international
newspaper) doing a more analytical assessment of the threat posed by counterfeiting
in their sector.
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Government prioritisation of IP related crime
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Government response

Of the 15 companies, 12 stated that the Swedish government prioritisation of intellec-
tual property infringement was too low, and should be increased. One did not know,
and two did not indicate a view. None stated that the level of prioritisation was ade-
quate or too high.

The most common views, shared by several companies, were 1) that punishments for
intellectual property infringements in most jurisdictions were far too low, and 2) that
public awareness of the threat posed by counterfeiting must be increased.

Additionally, many companies felt that several
governments were non-responsive when it came The most common views were

to infringement of intellectual property. that punishments for intellectual
property infringements in most

jurisdictions were far too low,
and that public awareness of the
threat posed by counterfeiting
must be increased.

A view shared by several companies was that

the European Union could do more to bring the
issue onto the global agenda. There was a percep-
tion that the US has been much more effective in
focusing on this critical challenge to future com-
petitiveness than the EU.

International cooperation could be improved. More pressure could be applied on
China to improve compensation levels for IP infringements. Greater international
harmonisation of IP rules were raised as desirable by some. One company even stated
that a global system independent of national legal systems would be desirable, where
compensation could be claimed directly from states that did not adequately protect
intellectual property rights.
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Background interviews

Per Holgersson, National Specialist at the Swedish Customs Authority

“The confiscation of counterfeit goods in Sweden clearly high-
lights two emergent trends. Firstly, there is an increase in the
range of categories of goods which are being copied. Today,
just about anything from toothpaste, food and detergents

to electronics and spare automotive parts are being faked.
Secondly, we have noted that quality — i.e. how difficult it is

to differentiate a copy from its original — has improved for
certain copies.

The Swedish Customs Authority is mandated only to con-
trol those goods which come from countries outside the EU.
If something is shipped via another EU member state, it is then free to be transported
into Sweden. Should there been deficiencies in border controls elsewhere in the EU, it
obviously becomes a Swedish issue as well. Equally, Sweden could be used as a transit
country for goods aimed at other EU countries.

Swedish Customs and Police are active participants in the EU’s ‘European Policy Cycle’
initiative against organised crime. Within this the EU has identified nine priority
areas. Sweden has chosen to co-operate in all priority areas with the exception of
branded counterfeits. This, as a result of limited resources.

At Swedish Customs, there are a number of people who work, to varying degrees,
focusing on intellectual property right infringement issues; in total, this is equivalent
to 5-6 full-time positions.”

About the work of the Swedish Customs Authority

The right holder of an intellectual property right can apply to the Customs Authority for
intervention. This means that the Customs Authority can stop suspected goods from being
imported, exported or transited via the country. An application can have national limits, or
relate to the entire EU.

The State's Patent and Registrations Office, the Swedish Companies Registration Office, the
Swedish Consumer Agency, the Medical Products Agency, the Swedish Police, the Swedish
Customs Authority and the Swedish Prosecution Authority have jointly agreed to work
towards raising questions about piracy via a partnership called Network against piracy.

The network also has one more purpose, to improve the competence among the responsible
government bodies. Each government body is however responsible only for its own tasks.

Photo: Private
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About the EU Policy Cycle

The EU Policy Cycle is a process within which EU member states work together against serious
organised crime. Member states contribute information about the types of organised crime
they view as constituting the most serious threats. This information is collated into a joint
risk assessment report for the EU, “Serious Organised Crime Threat Assessment” (SOCTA).

Next, EU member states prioritise and agree which crimes are most important. The member
states’ priority areas are then put into a list, and a strategic plan is worked out to tackle these
crimes. Operative working groups are then built around each area, and tackled according to

an annual plan.

A centrally placed civil servant, wishing to remain anonymous

“From an international perspective, illicit trade has increased and will continue to
do so. With the advent of the Internet, illegal goods are just a click away.

Despite that fact, there is no holistic evaluation of how much Sweden loses due to
illicit trade. Political awareness of the problem is not comparable to other countries.
On top of that, there is a sense that this not the government’s problem, but rather
something that ought to be managed by the private sector

Politicians are not interested in illuminating the problem, and should something
become a political hot potato it gets passed by public servants from one department
to the next. Furthermore the Swedish form of government (unique to Sweden and
Finland), relying upon independent government authorities where ministers and
departments are prohibited by law from directly intervening in actions of government
authorities, constitutes a unique challenge.

Illicit trade ought to be more highly prioritised. At home, Swedish laws could be
improved, one could pursue more active intelligence and add resources. On the inter-
national arena, Sweden ought to address these questions more robustly within the
EU, and towards international organisations.

That organised crime is so deeply involved in piracy on the international arena is
a well-established fact, and there are indications that even serious organised crime

in Sweden is part and party.

The business community in Sweden could contribute by improving awareness of
the problem.”
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Jan Bertoft, Secretary General, Swedish Consumers’ Association

“Improved lawmaking and scrutiny are important to the pro-
cess of undermining the spread of counterfeit goods. Primarily
for the security of consumers, but also to contribute to a posi-
tive climate for innovation. As a consumer, one has a right to
genuine goods.

Companies also bear a responsibility for protecting consumers
in general. This means they ought to be warning consumers
about well-made copies which could, in turn, constitute
threats to consumer health.”

Photo: Charlie Drevstam

About the Swedish Consumers’ Association

Sweden'’s Consumer Association was founded in 1992 and is politically non-partisan, with
around thirty member organisations as well as individual members. Sweden's Consumer
Agency publishes “Rad & Ron" and the newsletter “KonsumentMakt”, while also running
Konsumentpanelen and KonsumentCentrum, which gives consumer guidance in Stockholm
on commission from various city councils and municipalities.

Professor Tom Berglund, Head of the Centre for Corporate Governance at Hanken
School of Economics (Svenska Handelshdgskolan) in Helsinki and Chairman of
the Nordic Corporate Governance Network

“Counterfeiting and intellectual property related crime is

a significant challenge for many companies. But to demand
that companies should account more transparently about this
is problematic. It goes against the companies’ commercial inte-
rests to openly account for issues such as the prevalence of
cheaper counterfeits which are difficult to differentiate from the
original. It can therefore be very difficult to find a trustworthy
basis upon which to evaluate the problem’s breadth, costs and
risks. That makes it unreasonable to expect that companies
shall become better at accounting for how they are affected
by illicit trade. And this creates a larger societal responsibility,
which ultimately means that the state must assume responsibility for deriving the foun-
dation upon which it can evaluate how the national interests are affected by IP crimes.

Photo: Private

On the upside, companies who perhaps have fewer problems than their competitors
or are better at managing them, can deliberately focus on the question and highlight
it as a relative advantage, simultaneously creating goodwill. By doing so, they could
force competitors to follow their example.”

About NCGN and Hanken School of Economics in Helsinki

The Nordic Corporate Governance Network (NCGN) was established in 2010 and is a network
of leading researchers studying Corporate Governance in the Nordic region.

Hanken School of Economics in Helsinki has a special focus on Corporate Governance, and

a dedicated Centre researching and teaching Corporate Governance. Professor Tom Berglund
is both chairman of NCGN and the head of Hanken's Centre for Corporate Governance.
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Tomas Ries, senior lecturer at the Swedish National Defence College and former
head of the Swedish Institute of International Affairs

“Within the old security paradigm, the defence of national
borders was the focus. In today’s globalised world, inter-
national flows are at least as crucial to security and welfare.
Illegal flows undermine economic development, corrupt
societies, generate revenues for criminal non-state parties,
and contribute to environment degradation.

The massive increase in global trade makes it easy to hide
illegal products within the enormous streams of legitimate
trade. At the same time, effective control systems to detect
illegal goods are costly and reduce the efficiency of interna-
tional trade flows.

Photo: Rickard Kilstrom

A further challenge is that our institutions have largely been developed to meet
yesterday’s territorial threats rather than a global phenomenon such as illegal trade.
At the same time, increased globalisation creates a growing dependence upon trade
partners who may lack effective administrative capacity or be affected by wide scale
corruption.

The maintenance of effective and secure trade flows is a prerequisite for our civilisa-
tion to survive and flourish. Illegal trade constitutes a long-term threat to this. A clear
example is the synergistic relationship between organised crime and transnational
revolutionary movements, which together create a threat complex greater than the
sum of its parts.

In order for political decision-makers to understand the seriousness of this threat,
they must get an insight into the enormous costs associated with illegal trade, not
just the economically but from a broader security policy perspective.”

About the Swedish National Defence College

The Swedish Defence University, FHS, in Stockholm teaches and researches within a range of
areas contributing to national and international security. Its research relates to security policy
questions which are broader than the purely military. Dr Tomas Ries is one of the leading
security policy thinkers in the Nordics and has written specifically about flows from the per-
spective of security policy.

27



HOW LEADING COMPANIES ARE AFFECTED BY COUNTERFEITING AND IP INFRINGEMENT

28

Ann-Charlotte Séderlund, Chair of the Swedish Anti-Counterfeit Group

“Counterfeiting is increasing. On top of that, it is becoming
more multi-faceted and sophisticated. Twenty years ago, it
related mainly to luxury goods and consumers knew that they
were buying something that was ‘too good to be true’. Now-
adays, there are copies of everything and the quality of these
copies are often higher, which results in consumers frequently
buying counterfeit goods without even being aware of it.

The Internet has made it easier for consumers to be exposed
to counterfeit goods, simultaneously easing the path for crimi-
nals to hide themselves and be anonymous.

Photo: G Assner

Copies aren’t sold at just the extremely low prices which were normal many years
ago. The fact that prices are often set at “reasonable” levels can promote the idea that
the goods are genuine. This now usual price-setting strategy means that criminals are
also earning better margins!

As regards anti-counterfeiting measures in Sweden, we need to be better at educating
consumers and buyers in order to increase awareness. Swedish business can play
an important role in this.

Authorities who work with these questions have insufficient resources in relation the
scale of the phenomenon. One reason for the low priority is that the focus has often
been on immaterial rights. A holistic perspective is required. Only then will politicians
realise that we must put more focus on the area.

As counterfeiting has grown and now affects many different product categories where
poor production can constitute a danger to the lives of consumers, it is unavoidable
that we will in future see high profile incidents where consumers die or are badly
injured. (This could very well have already happened without us knowing the cause).
It would therefore be wise for authorities, politicians and business to be proactive
rather than waiting to be taken by surprise.”

About SACG

The Swedish Anti-Counterfeiting Group (SACG) is a politically independent NGO, founded in
1997, to work against counterfeit goods and trade in them. Among the organisation’s mem-
bers are representatives of national and international companies, NGOs and trade associa-
tions, authorities, law firms, consultancies, Swedish universities and private citizens. SACG
works together with other organisations and authorities and is continuously involved in

the international movement against counterfeiting.
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Susanne Lindberg-Elmgren, International Unit, The Swedish Trade Union
Confederation

“It is reasonable to assume that producers of illicit goods are
less likely to follow regulations in general, including those
relating to the labour market.

It is of course no guarantee that just because something is pro-
duced legally under trademark, it is produced under good
working conditions. However, companies with large, well-
known brands are usually careful about their reputations,
which in turn means increased pressure and higher expec-
tations from employees, consumers and other stakeholders.
This is both good and necessary.
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The exploitation of workers within illegal operations is a human rights problem.

A further problematic dimension of the exploitation of labour is that it can spread.
Those who do not follow the rules are creating an uneven playing field. This creates
difficulties for other companies, who may in turn start ignoring the rules.

As regards counterfeited goods, for e.g. pharmaceutical products, the biggest problem
is that individuals may receive medicines that do not work. Moreover, it is obviously
problematic that Swedish and other companies aren’t being rewarded for the
investments they make.”

About the Swedish Confederation of Trade Union’s work

LO's international unit creates policy for international trade policy, co-ordinates LO's EU work,
is responsible for LO's participation in international trade organisations and national organisa-
tions with ties to international trade questions, which are responsible for trade-political work
internationally.
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Piotr Stryszowski, Project Manager OECD

“It is essential to understand that virtually everything can be
counterfeited; all areas and sectors are affected. In addition,
long and complex production processes imply that in some
cases intermediary products can be also counterfeited. This
means that today even genuine products can in some cases
contain counterfeit parts.

The negative social impact of counterfeiting is huge. Of course there are substantial
losses from reduced sales, lost taxes, and the resultant reduced investment. But beyond
this in a number of sectors there are severe social consequences that go far beyond
these short term monetary losses. For example fake medicines or fake baby products
can severely damage health. Counterfeit automotive parts and electrical appliances can
also pose serious health and safety threats, and fake cosmetics can contain high levels
of toxins. Falsified pesticides, herbicides and fungicides — which are a growing problem
— pose environmental as well as foods security risks. Actually, health and safety risks
can be observed in numerous categories of products, as counterfeiters do not care about
norms and certifications. One example of this is that amongst the most toxic products
detected in the EU were counterfeit bendable pencils!

The danger posed by counterfeits to consumers also constitutes a major risk for
trademarks. Once awareness of a danger is raised consumers will become suspicious
of purchasing an affected brand, contributing to erosion of brand equity.

Counterfeiting is an enormous problem, yet there is no unified policy to tackle this
issue. Several agencies are dealing with separate aspects of the problem, and there
are issues related to policy co-ordination.

A further key challenge concerning counterfeiting is the lack of reliable data and
statistics, making appropriate policy prioritisation difficult. Consequently, the study
conducted by the Confederation of Swedish Enterprise, focusing on how companies
listed on a particular stock market index, is welcome. Hopefully it will shed new light
on the problem that will help policy makers form appropriate responses.”

About the OECD

The Organisation for Economic Co-operation and Development (OECD) is an international
organisation that constitutes a forum for developed countries to share experience and seek
solutions to international challenges. The analytical work of the OECD seeks to contribute to
this objective. The organisation began to focus on counterfeiting and piracy in 2005, and in
2008 a report quantifying the value of the global trade in counterfeit goods. This was updated
in 2009, and estimated the value of the global trade in counterfeits at 250 billion US dollars.
The OECD recently started a new study in cooperation with OHIM, to update this figure and
to conduct some further quantitative analysis in the area of counterfeiting and piracy. The
current study will take approximately two years to complete. The quantitative part of the
study will primarily rely on customs seizure data and trade data.
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Louis Bonnier, Policy Advisor ICC BASCAP

“The International Chamber of Commerce (ICC) views coun-
terfeit goods as a very serious, growing problem. In response,
ICC launched Business Action to Stop Counterfeiting and
Piracy (BASCAP) in 2004 to connect and mobilise businesses
across industries, sectors and national borders in the fight
against counterfeiting and piracy.

Because counterfeiting has increased sharply and now impacts
virtually every product and service category, there is an urgent
need for information on the magnitude of the problem, but
this, unfortunately, is in shortage. BASCAP research and reports aim to highlight the
consequences of counterfeiting, piracy and lax intellectual property rights on a global
scale, as well as on a country and regional basis, including the development of practical
policy and legislative recommendations for governments.
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While the situation varies by country, some of the key requirements to address the
problem is to strengthen laws that protect intellectual property rights, improve imple-
mentation and enforcement of existing legislation, as well as ensuring that penalties
are sufficiently high to provide a deterrent to future acts of infringement. For this to
be successful, it is also necessary to address corruption, a critical factor which enables
criminal activity. Over and above that, we need to raise awareness and knowledge of
the risks associated with fakes among consumers, and, in so doing, reduce demand.

The production and sale of counterfeit and pirated goods is an organised global multi-bil-
lion dollar industry. The latest estimate from ICC BASCAP indicates that the total global
value of counterfeiting and piracy could reach a staggering USD 1.7 trillion in 2015. This
massive global operation requires enormous logistics and a large number of intermedia-
ries. It is a very advanced system, and one that often finances other organised crime.

The fact that legitimate supply channels are being exploited by criminals in the pro-
duction and distribution of fake goods raises important questions. For example, what
steps can intermediaries take to improve controls over the supply chain in order to
prevent the spread of fakes? And what responsibility should, for example, a transport
operator have if he knowingly ships counterfeit goods across borders?

It is a positive and welcome development that the EU is focusing on counterfeit and
piracy, primarily via the European Observatory on Counterfeiting and Piracy and the
Office for the Harmonisation of the Internal Market (OHIM). However, the political
prioritisation and coordination within the EU in the fight against counterfeits remains
largely insufficient, especially when one compares its efforts to those of the US, which
has the Office of the U.S. Intellectual Property Enforcement Coordinator within the
White House, or Japan with its Intellectual Property Strategy Headquarters within
the office of the Prime Minister.
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According to the EU Patent Office, almost one third of all jobs within the EU are
created within sectors which are highly dependent on intellectual Property (IP) rights.
These sectors account for 40 percent of Europe’s GDP and 90 percent of its exports.
It is therefore critical to strengthen IP rights — not just within the EU, but globally.”

About BASCAP

Business Action to Stop Counterfeiting and Piracy (BASCAP) is an initiative of the International
Chamber of Commerce (ICC). ICC launched BASCAP in 2004 in recognition of the serious problems
being created by the illegal trade in fake goods. BASCAP members include some of the largest
and most important multi-national companies in the world that have come together under the
ICCin an effort to stop the theft of intellectual property (IP) rights. BASCAP serves as a leading
voice for business in pressing for stronger IP enforcement on a global scale and regularly enga-
ges and cooperates with international organisations in the area of counterfeit and piracy. BASCAP
research, reports and advocacy work aim to highlight the consequences of counterfeiting, piracy
and lax intellectual property rights and encourage changes in consumer behaviour.

Anna Egardt, Trade Policy Analyst at the Swedish National Board of Trade,
Department for WTO Affairs, responsible for intellectual property rights issues

“The National Board of Trade provides the government with
analyses and other material/input regarding intellectual pro-
perty rights both within the EU and in EU’s bilateral agree-
ments and contacts with third-party countries. Commercial
aspects of intellectual property rights are a part of the EU’
common commercial policy. However, Sweden does occasio-
nally conduct bilateral dialogues with third-party countries,
raising and trying to resolve obstacles to trade (among other
things, intellectual property related obstacles).
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The fact that the EU has not completely harmonised legislation affecting intellectual
property rights creates a limitation to the EU’ ability to fully utilise bilateral and
regional trade negotiations to set requirements on its partners that go over and beyond
TRIPS (Trade Related aspects of Intellectual Property Rights within the framework of
the World Trade Organisation). For example, because there is no EU harmonisation on
criminal sanctions against intellectual property crimes, it becomes more complicated
for the EU to demand criminal sanctions against intellectual property infringements/
crimes in third countries. In the case of the EU’s bilateral trade agreement with South
Korea the EU actually succeeded to integrate criminal sanctions against certain forms
of intellectual property infringements in the agreement, but certain aspects required
the approval of the national parliaments within the union.

Some believe that the TTIP negotiations to create a transatlantic partnership for trade
and investment between the EU and the US could potentially be an opportunity for
the creation of a golden standard on intellectual property rights. If such a standard
were to be established, it could potentially be promoted by both the EU and the US
in their negotiations with third countries.
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The EU has identified a priority list of countries to strengthen its cooperation and
conduct dialogues or other meetings with on the subject of intellectual property
rights. Of these, China is the absolute most important country, and the only one
classed as Category 1. The countries next up on the priority list, or Category 2, are
India, Indonesia, the Philippines and Turkey.

The National Board of Trade is dependent upon material from Swedish businesses for
certain aspects of its business. This is partly in relation to Sweden’s input on intellectual
property rights within the framework for the EU cooperation, for the EU’s bilateral
agreements and dialogue with third-party countries, as well as for Sweden’s own
bilateral engagement with other countries (as regards intellectual property rights).

In order to help European companies in third countries in the area of intellectual pro-
perty rights, the EU has established IP attachés at foreign delegations and a China
IPR SME help desk for smaller and medium-sized companies operating in China.

The EU’s Observatory on Infringement of Intellectual Property Rights works, among
other things, to create a knowledge base to inform European decision-makers how to
better protect intellectual property rights.”

About the National Board of Trade

The National Board of Trade is the Swedish governmental agency responsible for issues relating
to foreign trade, the Internal Market and trade policy. Its mission is to promote an open and
free trade with transparent rules. The basis for this task, given by the Government, is that

a smoothly functioning international trade and a further liberalised trade policy are in the
interest of Sweden. To this end the National Board of Trade strives for an efficient internal
market, a liberalised common trade policy in the EU and an open and strong multilateral
trading system, especially within the World Trade Organization (WTO).

As the expert authority in trade and trade policy, the Board provides the Government with
analyses and background material, related to ongoing international trade negotiations as well
as more structural or long-term analyses of trade related issues. As part of its mission, it also
publishes material intended to increase awareness of the role of international trade in a fun-
ctioning economy and for economic development.
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Martina Elfgren Lilja, Business Policy Expert, Swedish Trade Federation

“The opportunities to produce and sell counterfeit goods have
increased strongly on the back of increased global trade and
the Internet. With more and more movement across borders
and an unending number of websites, it is difficult to evaluate
the extent of this type of illegal trade.

Illegal trade in legal goods generates an estimated

20 billion SEK a year in Sweden (according to a Swedish Trade
Federation study released in 2012). Counterfeit products have
expanded from luxury watches and designer clothing to items
which directly affect consumer health and security, such as
food, drugs and spare parts for the vehicle industry. Aside from health risks, the exis-
tence of pirate copies and smuggling results in lost income for Swedish companies,
lost tax revenues to the state, as well as an erosion of the value built up in trademarks.
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Companies with strong brands today have the opportunity to be globally recognised.
Just look at Apple, one of the world’s strongest brands. Apple products often carry
the label: Designed by Apple in California, assembled in China. It is by developing the
design of the products and guaranteeing the quality that Apple makes its money — not
simply by manufacturing the product. This is reflected also by strong Swedish brands
within the retail trade. These brands carry a form of reputational capital which can
quickly be erased if there are no legal mechanisms to protect them, or the institutional
framework to prosecute those who contravene the rules and are involved in
counterfeiting.”

About the Swedish Trade Federation

The Swedish Trade Federation works with business policy and employer issues for

12.000 member companies. It is the partner of Swedish trade and the largest member orga-
nisation representing Swedish business. The Swedish Trade Federation cooperates with over
a hundred local trade associations, industry associations and subsidiaries around Sweden.
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Conclusions and recommendations

The findings of the study are stark. The overwhelming majority of companies are affected
by counterfeiting and IP infringement. The problem has grown over time, and is expected
to continue growing. At the same time, emerging markets, where counterfeiting is much
more prevalent, are expected to become increasingly important for Swedish enterprise.

The majority of companies subjected to counterfeiting also indicate that counter-
feiting of their products could be associated with health risks. This is a critical point,
as it is worth bearing in mind that even in a sector with a low incidence of counter-
feiting, a small number of high profile incidents may be sufficient to kill or seriously
harm a brand, and could have catastrophic consequences for a corporation. It is hard
to think of many things that constitute more negative publicity for a product than the
existence of fakes that could kill or harm their users.

The role of the European Union

The companies’ views on the level of political prioritisation of this problem are clear:
the Swedish government must do more. With Sweden’s heavy dependence upon an IP
intense export sector, one is perhaps surprised by the apparent lack of action. But it
is not only the Swedish government that is not doing enough. The European Union
must also do more concerning the enforcement of intellectual property rights.

If we compare how the three global intellectual property “superpowers” — the United
States, Japan and the EU - deal with enforcement of intellectual property rights, it is
clear that the EU is lagging behind. The President of the European Patent Office, Benoit
Battistelli, has pointed out: “One in three jobs in the EU today is created in industrial
sectors with an above average use of IP rights. These sectors account for almost 40%
of the GDP and 90% of exports of the EU. They are a pillar of the competitiveness of
the European economy at the global level. It is necessary, therefore, to improve and
strengthen the use of IP rights not only in Europe, but also internationally.”” Despite
this centrality of IP to the prosperity of the European Union, the EU does not have

a policy coordinating unit like the Intellectual Property Strategy Headquarters within
the Japanese Prime Minister’s Office or the Office of the U.S. Intellectual Property
Enforcement Coordinator within the White House.

The EU constitutes an enormous market, and could as such use its “market power” to
demand IPR protection requirements that go over and beyond TRIPS in any bilateral

and regional trade negotiations. However, the relative lack of harmonisation in terms

of criminal sanctions against IPR infringements in the EU make this a less straightfor-
ward matter than would otherwise be the case.

The Transatlantic Trade and Investment Partnership (TTIP) would, if it becomes reality,
create a market even larger than the EU. The place for IPR issues within TTIP is pres-
ently being discussed, but it could offer an opportunity to establish a “golden standard”
on IPR. If such a standard was established, for what would effectively be the world’s
most important market, other countries may be incentivised to adopt it too.

7 FIIA 2014, p. 3-4
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A development issue

As counterfeiting is more prevalent in parts of the world that suffer from institutional
weakness, it makes sense for the European Union and its member states to support
intellectual property enforcement capacity building efforts in third countries. As such

it is positive that the EU has focused on reviewing its “Strategy for the protection

and enforcement of intellectual property rights in third countries”. As the EU and its
member states are major players in the foreign development assistance arena, it would
be very welcome if the ongoing review of the UN’s post 2015 development agenda
would in the future facilitate for expenditure on capacity building to protect intellectual
property rights to be classified as development assistance.

Developing countries have requested assistance in building competence and capacity
within their law enforcement agencies regarding IPR related crime. It is evident that
enhancing IPR enforcement in developing countries is not just a matter of the “rich
world” protecting its own interests, but a genuine win-win opportunity with develo-
ping countries having a clear self interest in protecting their consumers and ensuring
adequate revenue protection, whilst international IP owners also stand to benefit.

3D printing - a coming challenge

Concerns about the potential future role of 3D printing in counterfeiting was raised
during the course of the interviews. This is significant, as 3D printing and other forms
of additive technology is projected to assume major economic significance within

the coming decade. The McKinsey Global Institute study Disruptive technologies:
Advances that will transform life, business, and the global economy projects that by
2025 3D printing could have the following impact:

e The sale of consumer products that have the potential to be 3D printed will
reach 4 trillion US dollars, with about 5-10 percent of these actually being
printed by consumers.

e The value of complex, highly customisable parts, such as medical implants and
engine components could be 770 billion US dollars, and 30-50 percent of these
will be 3D printed.

e 360 billion US dollar market for injection moulded plastics, with 30-50 percent
produced with 3D printed moulds.

That 3D printing will present major challenges in terms of intellectual property
infringement has also been flagged by the IT research firm Gartner. In 2014, it predicted
that 3D printing already by 2018 will result in annual intellectual property theft of
at least 100 billion US dollars.
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More data needed - more actors should get involved

The absolute majority of approached companies participated in this study. Yet very
few of these companies were capable of sharing (or willing to share) detailed estimates
of the volume sales losses and the monetary impact of IPR infringing goods. Consi-
dering that a number of these companies considered IP infringement to be an issue of
strategic concern, this is quite paradoxical. As professor Tom Berglund points out in
the interview section, one cannot expect the companies to deliver information on this
point, as highlighting these problems may conflict with commercial interests. Conse-
quently, governments likely need to fill this “data gap” by conducting or commissioning
their own surveys — the annual survey conducted by the Japanese Ministry of Economy,
Trade and Industry serves as an example to build upon. At the same time, companies
that are relatively unaffected by counterfeiting, or are particularly effective at dealing
with the threat, may have an interest in highlighting this as a comparative advantage.

A major shortcoming identified by the study is the apparent failure of the stock analyst
community to demand information concerning counterfeiting and other forms of IP
infringement. If financial analysts started to cover intellectual property theft in a more
focused way, it could contribute towards the creation of a virtuous cycle, where the
companies would experience an external pressure to focus more on dealing with the
challenges posed by IP theft and infringement, and the companies dealing with this
most effectively would be rewarded by the investor community. Rather than requiring
new legislation, or more government resources, increased investor focus would create
a self-maintaining feedback loop, incentivising the private sector to have better
awareness of and to take more systemic efforts to counter IPR infringement and theft.
It would simultaneously add to the stock of data in this area, making better informed
policy and business decisions possible.

The response that needs to be taken against intellectual property rights enforcement
needs to be global in nature. This means that more states need to realise the extent of
the challenges faced, and their own national interest in addressing it. This constitutes
an argument for further refining and repeating this study for other stock market indices.

The bigger picture

Intellectual property infringement and theft is a strategic challenge of critical
importance to Sweden, the European Union, and the wider global community. It seri-
ously undermines economic development, public health, and national security. Viewing
such a multifaceted issue through the prism of intellectual property rights alone is insuf-
ficient. A broader holistic perspective is required. Sweden needs to develop a compre-
hensive national strategy to deal with this threat. Such a strategy needs to mainstream
the combatting of intellectual property theft for a large number of actors, both public
and private, and to ensure a coordinated approach in promoting solutions on the inter-
national arena.

Success in fostering a global environment more conducive to the protection of intel-
lectual property rights can only hope to succeed through effective cooperation between
the three IP “superpowers”; Japan, the United States and the European Union. The EU,
being a political union of 28 member states, faces inherent structural challenges to over-
come in this context. Consequently, individual member states, such as Sweden, need to
play an active role within the EU promoting a more strategic and holistic approach to
IPR enforcement.

37



HOW LEADING COMPANIES ARE AFFECTED BY COUNTERFEITING AND IP INFRINGEMENT

38

Concluding recommendations

Within the EU Policy Cycle for Organised and Serious International Crime, every
four years member states must renew the list of prioritised crimes. During 2014-
2017, there are working groups for nine different areas, counterfeit goods consti-
tuting one of these. Swedish authorities have however chosen not to participate
in this individual working group, whereas they are participating in all other eight
groups. The reason stated is lack of sufficient resources. The Swedish government
should however in our view prioritise Swedish participation in the counterfeiting
working group and ensure the government authorities in question have both the
mandate and the resources to participate.

IPR protection and counterfeiting prevention as a political issue should be ele-
vated to the highest level of priority. Given Sweden’s dependence on exports and
IPR intensive industries, substantially more attention needs to be paid to the
importance of IPR protection.

Reform of the EU Community Trade Mark system is currently being negotiated.
One issue of major importance is the strengthening of the possibility for IPR
owners to take action against infringing goods that are “in transit” — i.e. are pro-
duced in a third country and has a third country destination market, but passes
through EU countries. In this legislative process, the possibility to request action
by customs against suspected infringing goods should be secured, also for goods
in transit.

The deterrent effect against counterfeiting and other types of IP theft needs to be
strengthened. Customs authorities, both in Sweden and in other EU countries,
need to have sufficient knowledge and competence to detect and combat illicit
trade and IPR infringement. The EU also needs to invigorate its efforts to promote
effective legislation, as well as support capacity building in relation to IPR enfor-
cement in third countries.

More coordination between different agencies of law enforcement, customs and
the policy arena, and cooperation with business, needs to be fostered, to facilitate
further exchange of knowledge and capacity building.
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Appendix 1: Companies contacted
for the survey

ABB Ltd

Alfa Laval AB

Assa Abloy AB

AstraZeneca PLC

Atlas Copco AB

Boliden AB

Electrolux AB

Ericsson Telefonab L M
Getinge AB

Hennes & Mauritz ABH & M
Investor AB

Lundin Petroleum AB

Modern Times Group MTG AB
Nokia

Nordea Bank AB

Sandvik AB

Scania AB

Securitas AB

Skandinaviska Enskilda Banken
Skanska AB

SKF AB

Ssab AB

Swedbank AB

Swedish Match AB

Svenska Cellulosa AB

Svenska Handelsbanken

Tele2 AB

TeliaSonera AB

Volvo AB
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Appendix 2: Questionnaire

Responses to the questions below will remain confidential, and will not be

stored or transmitted digitally. Only Karl Lallerstedt of Black Market Watch
(www.blackmarketwatch.org) and the Global Initiative Against Transnational
Organized Crime (www.globalinitiative.net), and Patrick Krassén of the Confederation
of Swedish Enterprise (www.svensktnaringsliv.se) will have access to this material.

The only information from this questionnaire that will be shared and made public is
aggregated data from all companies on the Stockholm OMX 30 Index. This aggre-
gated index data will be made available in such a way as to eliminate possibilities to
identify individual constituent companies (unless explicit permission is given before-
hand by the respondent).

Company details
Company

Contact person

Business sectors active in

Employees (in Sweden + abroad)

Turnover

EBITA

Export value (from Sweden, EU, and other significant export sources)

Total tax contribution to Swedish and EU governments, and other major beneficiaries

Counterfeiting and piracy
Specific questions
i) Are your company’s products affected by counterfeiting and/or piracy?
If so, what products made by your industry/industries are affected by infringe-
ments of:
Trademarks:
Copyrights:
Patents:
Design rights:
Other IP rights (please specify)

P en o

ii) What products and services sold by your company are negatively affected by
products that are exposed to infringements of:

Trademarks
b. Copyrights

c. Patents
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d.

€.

Design rights
Other IP rights (please specify)

(Note: these infringements do not necessarily have to be of your own company
products, but could be of competitor products that also have a negative effect on
the competitive environment. But please specify whether your company products,
and/or competing products are directly affected.)

iii)

1v)

vi)

vii)

What is the estimated economic impact (product by product, if possible) of these

infringements in terms of:

e Sales volume losses

® Trademark damage

e Security and other mitigation costs (e.g. a campaign to restore a product’s
reputation)

e Long term competitiveness of your business

What do you estimate the proportion of counterfeit goods to be in your markets
generally, and for your brands in particular?
e Overall globally
® Geographically broken down, by countries or regions (e.g. EU + EFTA, US
+ Canada, Former Soviet states, Latin America, Asia (Middle East & North
Africa / Indian Subcontinent / East Asia), Africa)

What parts of the world and/or countries have particularly high prevalence of
illicit products in your sector, or high seizure rates?

During the past 5 years, has the extent of infringement:

(please indicate the estimated rate of increase/decrease in percentage terms)
e Increased

e Stayed the same

® Decreased

What is your expectation for the future? Will the problem decrease, remain
stable, or grow in scale? (please indicate estimated future rate of increase/
decrease in percentage terms over the next 5 years)

viii) What have been the principal effects of counterfeiting and piracy in your sector?

For each item below, please specify whether the impact has been ignorable, small,
medium, or substantial:

X)

e Overall business strategy

e Investment

e Product development

e Product costs and pricing

e Employment

e Other impacts (please specify)

What measures have your company taken, and what costs have been incurred to
combat counterfeiting and piracy of its products:

e Product authentication

e Supply chain integrity

e Physical security

e In-house staff dedicated to detecting infringement

e External contractors dedicated to detecting infringement
e Legal fees

e Cost of storage of counterfeit goods

e Cost of destruction of counterfeit goods

e Increase in related marketing costs

® Any other measures and costs (please specify)
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Estimated total costs:

Are these costs estimated to remain constant, decline, or increase over the next
5 years? Please indicate the estimated future cost increase/decrease over the next
S years

x) Regarding the perpetrators:
e What has been their modi operandi?
* Do you have indications of which types of organizations are involved?
* Do you have any indication of these organizations having been involved
in other forms of illicit trade and/or other forms of crime?
e Have there been any recent high profile cases or convictions?

xi) What effects of illicit trade have you seen on the public interest:
e consumer and employee safety
® jobs
® exports
® environment
* income for organized crime
e diminished tax revenues
e other negative societal affects (please specify)

xii) With whom do you collaborate to combat counterfeiting and piracy?
® National law enforcement
e Europol
e Interpol
* Media
e Other companies in your sector
e Others (please specify)

Inquiries regarding illicit trade

i) Do shareholders ask questions about illicit trade at annual shareholder meetings?

(If so could you comment on the frequency and line of questions)

ii) Do financial analysts ask your Investor Relations department about illicit trade?
(If so, could you comment on what proportion of analysts ask, and the nature of
their questions?)

iii) Has the government contacted the company to investigate how the business is
affected by counterfeiting, piracy and IP theft? (regarding the phenomenon as
a whole, not regarding individual incidents)

iv) Have the media contacted the company to query how the business is affected by
counterfeiting, piracy and IP theft? (regarding the phenomenon as a whole, not
regarding individual incidents)

General questions

i)  How do you view the political prioritization of problem (in Sweden/EU/interna-
tional organizations)? (Appropriate, too high, or too low)

ii) How effective have government policies and programmes been in combating
counterfeiting and piracy in your sector? (Highly effective, somewhat effective,
not very effective, not effective at all)
¢ In your domestic market
e In your export markets
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iii) What are the main challenges/problems you face in preventing illicit trade?

iv) Have you had any success stories in combating counterfeiting, piracy and IP
theft, e.g. with a certain product?

v) Comment on how counterfeiting and IP theft affects the competitive environment of
your industry. What are the long term effect and implications for Swedish industry?

vi) What could the Swedish government and the international community do to
reduce the problem of counterfeiting and piracy?

vii) Any additional points you would like to make concerning counterfeiting and
piracy in your sector?

Other illicit activities

Advanced IP theft and/or industrial espionage

Trade secret disclosures

Cyber crime

Contraband trade

Physical Theft — targeting offices, factories, warehouses, transports, etc.
Kidnapping of staff

Extortion by organised crime

Terrorist attacks, or extortion by terrorist organisations
Fraud

Non-payment

Other forms of crime not mentioned above

For the above, please provide as much information as possible, and if possible in line
with the subsection questions for the counterfeiting section above.

Where appropriate for the questions above, a description of the techniques and
sources of information you have used to estimate the magnitude and scope would
be highly appreciated.
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